Enable 2 step verification for your
ICloud Apple ID

When using their Apple 1D most people have saved private information
and credit cards connected to that ID. If you would like more protection
than just simply your password you can set up a 2 step verification. You
will need a trusted device like your phone so that they can send you a
code when you attempt to log in using your Apple ID. Follow these steps
to set this up on your account.
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Step 1
First go to appleid.apple.com and sign in to your account using your current password.

My Apple ID

Sign in to manage your Sign In.
Apple ID.
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Step 2 - Next click on Password and Security on the left hand side of the page.

My Apple ID

Edit your Apple ID. Manage your Name, ID and Email Addresses.

Below are the name and email addresses on file for your sccount,

Your Name

Allysan Kazmucha

Narne, ID and [mail Addresses D)
Apple 1D and Primary Email Address

Password and Security
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Step 3 - Answer the Secret Questions you have set up and then click Continue.

My Apple ID

Edit your Apple 1D. Please answer your security questions.

Trese questions help uy venfy yo.z identity
What is yeur faorte chire's book?
Whare did you 2 the first tme you flew 00 3 plane @

Password and Security 0 FOrgot your answers?
wordd resed tunt

Name, 10 and Cmail Addresses

Phone Numbers

Language and Contact Preferences

Y Temporary Suspeat P
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Step 4 - Under the 2 step Verification section click on the Get Started link.

Manage your security settings.

wo-Step Verification,

wo-step verlfication Is an additional security feature designed to preven
ANYOMTmmREERLCN0 VOUr CCOUNT. even I they haue o

LRl Started

O@ new password.

Password  Change Password
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Step 5

Next click Continue on the next screen. Note: You will need to have a device connected with your
Apple ID to continue with this process.

Two-step verification for Apple ID.

Two-step verification will require you to verify your identity using
one of your devices before you can make changes to your account
or make an iTunes or App Store purchase from a new device.

J.appleseed ®icloud.com

1234 1)|2][3]]4

You enter your Apple ID  We send a verification You enter the code to
and password as usual. code to one of your verify your identity and
devices. complete sign in.

You will also get a Recovery Key for safekeeping which you can use to access
your account if you ever forget your password or lose your device.

No, Thanks
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Step 6

The next two screens will have some information regarding the 2 Step Verification process that you
will need to read through. After you read the first screen click Continue and when you are done
reading the second screen and feel comfortable click the Get Started button.

Simple and more secure.

Once enabled, the only way to make changes to your account will
be to sign in with two-step verification.

@ There will be no security questions for you to remember or

for other people to guess.

@ Only you will be able to reset your password.

@ If you forget your password, you can reset it with a trusted

device and your Recovery Key.

For more information, read the FAQ.

www.iPhoneStore.com

Go Back Continue

Important things to remember.

Please make sure you understand the important security policies
below before you turn on two-step verification.

@ With two-step verification enabled, you will always need
two of the following to manage your Apple ID
- Your password
- A trusted device
- Your Recovery Key

@ If you forget your password, you will need your Recovery
Key and a trusted device to reset it.

© Apple will not be able to reset your password on your

behalf.
Go Back Get Started
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Step 7

Next you will add a current phone number so that text notifications can be sent to you for
verification. Then check your phone for a text message and enter the 4-digit verification code that
was sent to you.

(>

Verify Phone Number.

We have sent a temporary verification code to _ Enter
the code to verify this phone number. Didn't receive a code?

Verification Code: :

¢, Send a new code. Cancel Verify -
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Step 8

After you verify your phone number a list of all your connected devices will show on the next screen.
You can choose to verify whichever devices you trust by clicking on the Verify link next to the
devices you want to use for the 2 Step Verification process going forward. Once you are done

verifying your chosen devices simply click Continue.

Step 1 of 4: Set up your trusted devices.

Your trusted devices are used to verify your identity. You must ha
at least one phone number that can receiv S'VIS

sms _ Verified v

B © Add another phone number @

You can also verify your identity using any device that has Find My
iPhone, iPad, iPod touch enabled with your Apple ID

g Allyson Kazmucha's iPho . @
Verified v emove

Don’t see a device? ('J.r,,v esh Devices
Set up Find My Phor »
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Step 9

On the next page you will receive a Recovery Key that you will need to print or write down for safe
keeping. Then click Continue.

Step 2 of 4: Print your Recovery Key.

You will need your Recovery Key to access your account if you ever
a) forget your password or b) lose your trusted devices.

Recovery Key:

RK e—

Print or write down your Recovery Key. Keep at least one
copy in a safe place. Do not save it on your computer.

Where should | keep my Recovery Key?

Cancel o Print Key
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Step 10

On the next screen you will need to verify you know the code by typing it into the space given and
then click Confirm to continue.

Step 3 of 4: Confirm your Recovery Key.

Enter your Recovery Key below to confirm you have a copy.

Enter your Recovery Key: <:
RK- I | ©

Where should | keep my Recovery Key?

Go Back
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Step 11

Almost done! On the next screen click the Checkbox to show you understand what information will
be needed for the 2 Step Verification process if you forget your password in the future. Now click the
Enable Two-Step Verification button to continue.

Step 4 of 4: Enable two-step verification.

Before you enable two-step verification, you must agree to the
following conditions:

o With two-step verification enabled, you will always need two of the following
to manage your Apple 1D

Your passwor d
A trusted device
Y Recovery Key

o If you forget your password, you will need your Recovery Key and a trusted

o Apple will not be able to reset your password on your behalf.

o You are responsible for storing your Recovery Key in a safe place

@1 understand the conditions above. ‘

Go Back Enable two-step Verification
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Step 12

Next they will confirm that you have completed the process, simply click the Done button to finish
up.

()

1<

Two-step verification has been enabled for your

Apple ID.
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Step 13

You are all done! Just remember that in order to access your account you will need your Apple ID
password and a trusted device. Also keep your recovery key somewhere safe just in case you forget
your password or lose your device in the future. This will keep you from needing to set up a new

Apple ID in the future.

My Apple ID

Sign in to manage your Sign In.
Apple ID.
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Additional Resources

For more information click the links below:
1. http://support.apple.com/en-us/HT204152
2. http://support.apple.com/kb/PH14668?viewlocale=en US

3. http://www.dailymail.co.uk/sciencetech/article-2759293/Apple-beefs-iCloud-s-
security-Two-step-verification-adds-extra-layer-security-phone-ups.htmi
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Get social with us!
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Click to Contact Us:
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Email us -

[/IPhoneStore
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twitter.com/iPhone
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